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Process Monitor

Niobast nporpamma npu BbIMOMHEHUM UCMONb3YET PasnyHbie PeCYpPChbl KOMNbloTepa U
onepaumnoHHON CUCTEMbI. VI3MeHeHns Ha KOMNbloTepe NPOoMCX0aaT NOCTOSAHHO, MUSTIMOHBI
cobbITWIA NPOMCXOAST NPSIMO Cenvac OAHOBPEMEHHO B Pa3/INyHbIX €ro NepuepuinHbIx
cocTtasnstowmx. MNpunnoxeHns obpawarTcs K dpanam Ha XecTkoM AMcke, agpecam
onepaTVBHON NaMATW, CUCTEMHbBIM NMEPEMEHHbBIM, MULWYT 1 YATAKOT BETKM peecTpa, paboTaioT B
pamkax NpoLeccoB 1 MOTOKOB, NOAK/OYAOTCS K BHEWHNM 6ubnmnoTtekam DLL n gpaiiBepam
YCTPOWCTB, N3B/IEKAlOT N3 KOHPUTypaunoHHbIX dpannoB 3HAYEHNSA U COXPAHSAOT B HUX
nporpamMMHble nepemeHHble. Ecnn Hy>XXHO OTCneanTb B peXnMe peanbHOro BpeMeHn Bce
NencTBNS, KOTOpPble COBepLlUaeT Ta Unu nHas nporpamma, Unn oTAeNbHbIN Npouece, Uimn Bce
nporpammbl, NPoLEecChl N MOTOKKU cpasy, BOCMO/b3yATEChb 3aMeyaTebHbiM UHCTPYMEHTOM AN
OTC/EeXMBaHUSI BCEX NPOMNCXOASAWNX B cucTeMe cobbiTnii GecnnatHoi nporpammoii Process
Monitor.

Kak otcneouTtb Bce COObITUS HA KOMMNbIOTEPE

Process Monitor nogpobHo pacckaxeT nonb30BaTeNto, YT0 B PEXMME peanbHOro BPEMEHH
npoucxoanT Korpaa 3anyckaetcs n paboTtaeT Ta UM nHas nporpamma, kakme darinel oHa
OTKpbIBAET M 4TO NUWeT B peecTp. Bcs ceTeBas akTMBHOCTb oTpaxaeTcsa Process Monitor B
paspese NpunoXeHus, NCNob3YIoLWero CeTEBYIO KapTy C ApanBepoM, Npodunsa npouecca,
HOMepa nopTa, ANUHbI NakeTa U COCTOSIHUS CTeKka B MOMEHT BpeMeHu. Bce nencteung
COXPAHSOTCS B XypHane, NonoHAIOWMMCS 3annucsMmn, pasaeneHHbIMU Ha MANTIMOHHBIE [0
cekyHapbl. Cuctema comnbTpauun, peanudosaHHas B Process Monitor, no3sonset 6onee rubko
N KOHKPETHO OTCNEANTb TO UM NHOE cobbiTe. Y TUAnTa nogaepxmeaet 3anyck n paboTy us
KomaHgHom cTpokun. Process Monitor aTo BceBuasiee oko, nuuyliee NCTOPUI KaXaoro
MMMynbca B MUPE 3NEKTPOHOB 1 Nepektoyateneit, oukcupyouwero nioboe nencteme u
cobbiTVe Ha KOMMbIOTEpPE.

CkpuHLWoTbLI Nporpammbl Process Monitor
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File Edit Event Filter Tools Options Help
ZH| QRBE | SAD® 9 A5 |
PID Operation Path Result Detail -
1932 Bﬂeadﬂle C:\ProgramData\Kaspersky Lab“AVP13... SUCCESS Offset: 3143959, ..
1932 B@HeadF\lE C:\ProgramData'\Kaspersky Lab“AVP13... SUCCESS Offset: 31439517, .. =
1532 BhReadFile C:\ProgramData'\Kaspersky Lab"AVP13... SUCCESS Offset: 3 143 855, .. =
1532 BhReadFie C:\ProgramDiata'\Kaspersky Lab“AVP13... SUCCESS Offset: 3 143 558, .. A
1932 leadFile C:\ProgramData\Kaspersky Lab“\AWVP13... SUCCESS 5
3164 [2h QusrySecurtyFils C:\Program Filss\PCMate Free Driver B... SUCCESS i s
3164 %QueryBasiclnfor .C:MProgram Files\PCMate Free Driver B... SUCCESS Stack... Crl+K
3164 RegOpenKey — HKCL \Software\Microsoft\Windows N... SUCCESS
3164 @ReglueyValue HKCU\Scftware\Microsoft'Windows N... NAME NOT F fEaociooina e
3164 @{RegCloseKey  HKCUM\Software\Microsoft\Windows N... SUCCESS Jump To... Crl+)
3164 @RegOpeniey  HKLWM\SOFTWARE\Microsoft Wiindow... NAME NOT F Search Online...
3164 B@CreatEFile C:M\Program Files\PCMate Free Driver B... SUCCESS
3164 BQEB{EFIIEMEDD...C.\ngmm Files\PCMate Free Diiver B... FILE LOCKED " \
Include 'SUCCESS
3164 BQueryShndard\ C:\Program Files\PCMate Free Driver B... SUCCESS . ,
3164 A CreateFileMapp...C:\Program Files\PCMate Free Driver B... SUCCESS Exclude 'SUCCESS
3164 &Y Load Image C:MProgram Files\PCMate Free Driver B... SUCCESS Highlight 'SUCCESS'
3164 ﬁHegOpenKey HKLM\Software\Microsoft\Windows"C... SUCCESS . ,
3164 @& RegQuenValue  HKLM\SOFTWARE \Microsoft\Window. . NAME NOT F Copy 'SUCCESS
3164 @ ReaClosekey  HKLM\SOFTWARE\Microsoft\Window _ SUCCESS SO R
3164 BhCreatefile C:\Program Files\PCMate Free Driver B.. NAME HOT Fi Edit Filter 'SUCCESS
3164 BQueryEasiclnfor ..C:\Program Files\PCMate Free Driver B... SUCCESS
y 576 @RegQuenValue HKLM\SOFTWARE \Microsoft\Window... SUCCESS Exclude Events Before
= Explorer. EXE 3164 BhCloseFile C:\Program Files\PCMate Free Driver B... SUCCESS Exclude Events After
‘=1 Explorer. EXE 3164 BOOEEF\'E C:MProgram Files\PCMate Free Driver B... SUCCESS
= Explorer. EXE 3164 B CloseFile C:\Users\Kyzomin OA\Desktop \PCMa... SUCCESS Include 3
.1 Explorer. EXE 3164 BCreataFile C:MProgram Files\PCMate Free Driver B... SUCCESS
EolrerEXE 3164 BhQueryBasicinfor...C:\Program Files\PCMate Free Driver B... SUCCESS Exclude b
Explorer EXE 3164 EC‘oseF\IE C:\Program Files\PCMate Free Drver B, SUCCESS Highlight ,
Showing 243 307 of 318 621 events (76%) Backed by virtual memory 'gng
| N
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c - L=] X
File Edit Evenf £ Event Properties - =
= |
sH ] Event | Pracess | Stack
Time ... Process Ni| |Btail o
15:48:... Paavp.exd Frame  Module Location Address = MEet: 3 143 959, . i
15:48:... Puavp.exg KO0 fimgrsys  FtRequestOperationStatusCallback + (xeb5  (xBbbSfash (pet: 3143951, . E
15:48.... Fuzvp.exs fimarsys  FtGetlpName + (b7 8bb32170 :’e‘; g mﬁ- :
Fu 2V .Exg ftmgrsys  FtProcessFileLock + (k2eb (x8bbadc37 | .’E‘; T
ntkmipaexe  NtReadFile + (x2da (x834ad2e1 E Merm=tion: Owner.

ntkmipaexe  ZwYieldExecution + b 86

<unknown:  (x76b49cca
<unknown>  [xBec36150
<rknowns  (xBb532065 e
<unknown> (xEb523104 Description:
<unknown>  (x6b523680
<unknown> [(x6b526843
<unknown>  (x6b528812
zunknown>  (xBb5X%e2 Timestamp:
<unknown>  (xGcced15a
<unknowns  (xbcoed278
<unknown>  (x68b592sh
<unknown>  (x68b5%ealh
<unknown>  (x6Bbal151
<unknown>  (x68b3 7D

inknown>  (khRhG9Rah ]
1

Version:

Company:

[xB832878c6

<unknown>  (x754ddZb

fitmgr.sys

C:\windows\system32\drivers\fitmar.sys

|

OucneTuep dunsTpos dainossix cucTem Makikpoo

6.1,7600.16385 (win7_rtm.030713-1255)

Microsoft Corporation

14.07.2009 3:11:13

e: REG_QWO ..

MeABh99R=R 7 \ired Access: R..

3

\gtionTime: 11.0...

[ Next Highlighted
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File Edit Event Filter Tools Opticns Help
[2d | AaBE <4A® | B 45 EEEEZM
Process Name FID Cpergtion Path Resutt Detail -
1932 A ReadFile C:\ProgramData'\Kaspersky Lab"AVP13... SUCCESS Offset: 3143959, ... m
g3 5 dFile it ab‘\AVE IC Dffset: 3 143 951
WS Display entries matching these conditions:
)
= ‘kd’lihedue " is - - then |Indude =
- Ll
= Authentication ID iy
.= Category SN
= Command Line
= Company .
= Complation Time 2lation Value Action
Date & Time Procmon exe Exclude
s Description
= Dot Procexp exe Exclude
= Duration Autoruns. exe Exclude
= Event Class System Exclude
= imhaega Path igins with IRP_MJ_ Exclude
= SDEE;RH inins with FASTID) Feclide =
= Parent PID
(X PID pe: REG_QWO...
.= Process Name eI T TOgrENT e TV e DVET B S UCCE T
i EBplol Relative Time oseFile C\Program Files\PCMate Free Driver B... SUCCESS
48:... [ Explol gesu‘t oseFile C\Users'\Kyseman [1A"Desktop'PCMa... SUCCESS
48 LBl S reateFile C:\Program Files\PCMate Free Driver B... SUCCESS Desired Access: R...
15:48:... (5 Bxploitn ueryBasicInfor...C\Program Files\PCMate Free Driver B... SUCCESS CreationTime: 11.0...
15:48:... = Exploi Time of Day HoseFile C\Program Files\PCMate Free Driver B... SUCCESS S
Showing 477 465 User Backed by virtual memory
————— Version
Virtualized
2} Process Monitor - Sysinternals: www.sysinternals.com =8 = |
File Edit Event Filter Tools Options Help
el AaBE | A® | B a8 EEEEMR
Time ... P =
1545 aaf) S brocess Tree
E:ﬁ: . : [~ only show processes still running at end of current trace
1543 "% [¥] Timelines cover displayed events only
E:ﬁ: . ﬁ Process Description Image Path Life Time Company Own
1543 g | B svehost.exe (312} Y¥octnpougce an... CA\Windows'syst... _ Microsoft Corporat... NT /
1548 [ [ &1 svehost exe (360} Y¥octnpougce an... CA\WindowsSyst .. _ Microsoft Corporat... NT /
15:48.... [& B AUDIODG EXE (3024) |Wsonsuwa rpaso... C\Windows'syst... _ Microscft Corporat... NT /
15:48:.. .ﬁ [ &1 svchost.exe (1084) Y¥octnpousce an... CA\Windows'Syst .. _ Microscft Corporat... NT /
15:48: i 5| Dwm exe (3096) Icnetyep oko ... CA\Windows'syst... _ Microsoft Corporat... RDC
j‘g:ﬁ: - = | svchost.exs (1136) YocTnpouscc an... C\Windows'syst... _ Microscft Corporat...
15:48: o [ & svchost.exe (1168) XYoctnpouecc an... Ch\Windows'syst... Microsoft Corporat...
15-48: . g [ Rfvuauch exe (4736) Windows Update  C\Windows"syst... Microscft Corporat...
15:48:... (= | svchost.exe (1512) AOCTTIPOLECE 1 Go To Event
1548:.. [ .| spoolsv exe (1632) Jucnetuep ouepy X NT !
1548.... i 1 svehost exe (1728) YoeTnpoLece 4 Edpmeestolnckiistiicy NT !
15:48:. ﬂ 7 svchost exe (1756) XoCTNpoLece Add process and children to Include filter NT }
15:48:. il [Jamsve exe (1860) Adobe Acrobat U Togram Fles 5 NT ¢
E:ﬁ: . ﬁl . AppleMobileDevice Service | MobileDevice Serv... C:\Program Files?.. _ﬁpp\e Inc NT !/
ey avp.exe (1932) Kaspersky Anti-Virus C\Program Files"... Kaspersky Lab ZAO NT #
15:48 Fs
1548 = & 1 mNNSResnonder exa (1981 Roniour Service C\Proaram Files IR Annle Ine NT KT
=g | — i
1548... [&
15:48:.. [F Description: Windows Update
15:48 il Company:  Microsoft Corporation
15'43' = Path: C:\Windows\system32\wuaudt.exe
Showing 581 Command:  "C:\Windows\system32\wuaudt.exe™
User: RDCKy3bMiH A
PID: 4796 Started: 22.05.2014 9:46:03
Go To Event ] [ Include Process ] [ Indude Subtree Close
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File Edit Event Filter Tools Options Help
FH | ABE $A® | 8
Time ... Process Name PID Operation Path Resutt Detail m
wilnotepad++exe G000 CloseFiIe
caan = red Access: R
- UEC pas. 1: .
Files accessed during trace: ed Access: R...
ed Access: ...
| By Path | By Folder | By F_xtensmn| ed Access: G...
MName File Tme  Total Events Opens Closes zation Size: 712
[ 00298830 a7 1 fon Time: 14.0.
= Program Files 00177737 11 em Atribute
=l Notepads+ 00177737 11 Type: SyncTy.
new 2 0.0001346 I Cation Size: 712..
otepad++ 0.0175417 1 Type: SyncTy.
Windows 0.0121093 36 2: \Windows'... s
: 0.0011450 63
ed Access: G...
Cation Size: 712.. L
ion Time: 14.0 5
em Attribute
Type: SyncTy.
< Ul zationSize: 712.. =
Type: SyncTy..
19 file paths 2: \Windows'...
wset: 339 968, Le...
C\Program Files'\Notepad++ SUCCESS Desired Access: R...
6000 BOuewDirEctnry CProgram Files\Notepad+#'new 2 NO SUCH FILE Fiter: new 2
X SUCCESS e
Showing 112 of 1 061 581 events (0.0%) Backed by virtual memory
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File Edit Ewent Filter Tools Options Help

2H | AaBE | TAS | B |

Process Mame PID  Operation Path
A CloseFile D:\projects msrdcwel\beodeful \sourc:

Stack traces during trace:

Result Detail
SUCLESS

Name
= U <Al
= ) notepad++.exe
= U notepad++.exe + xadBEE
= U GetMessageW + Zb
[ |J OffsetRect + (35
= K ZwYeldBxecution + (b 86
= K EngUnlockSuface + (1927
K EnglockSurface + (dSc
|J notepad++.exe + (adbbe
K. ZwYieldExecution + (kb B6

«[m

@
&
o]
]
2
]
@

®E
i

& 5
is

E :
E
5
g
=
&

56.25000%

11.60714% ed Access: G..
32.14286% ationSize: 712...

sna@aaan
:
=

Go to Event ] [ Source...

5000 BhCreateFie C:\Program Files\Notepads+
: 6000 BAGueryDirectory  C\Program Fles\Notepad++'new 2
: | notepad++ exe 6000 [ CloseFile C\Program Files\MNotepad++

i [ \Windows'..

et: 339 968, Le

SUCCESS Desired Access: R.

NO SUCH FILE Filter: new 2
SUCCESS

m

Showing 112 of 1196 286 events (0.0%) Backed by virtual memary
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